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Identifying Suspicious (Phishing) Emails 
Quick Reference Guide 

Phishing 
Phishing is a cybercrime in which a person (or many people) are contacted by email, telephone or text 
message by someone posing as a legitimate institution to lure individuals into providing sensitive data 
such as personally identifiable information, banking and credit card details, and passwords. 

  

The questions below can help you identify if an email you received is Phishing:  

1. Does the email ask you to confirm personal/sensitive information? 

2. Does the email address match the company/vendor? 

3. Is it poorly written or has typos? 

4. Is there a suspicious attachment or link? 

5. Does the message require an urgent action or is designed to make you panic? 

 

If the answer to any of the questions above is Yes, please review our examples of Phishing emails and how 
to identify them. 

 

Example 1: 
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1.  Often the “From” field will be a useful way to identify if an email is a phishing attempt. If the sender’s 
email doesn’t match the email content, it’s usually a sign of phishing. 
In this example, the email is coming from Kaleao.com and not Microsoft. 

 
2.  If an email has a link to a site, you can hover your mouse over it (without clicking) and a small text 

box will appear showing you the real site where that link will take you. 
In this example, we can see the link says “verification.office365.com” but when we hover over it, the 
real site is “lognlimiitd.ga” which is not a Microsoft site. 

 
3.   Phishing emails often also have incoherent or incorrect language. 

They rely on the assumption that most of us will skip over the text and click directly on the link. Take 
an extra second or two to review the email itself, as that may help you spot it as a phishing email. 
 
 

Example 2: 
 

 
 

1. In this example, you can see again the “From” field indicates the email did not come from your own 
organization. By using an HR email address, the hackers rely on us to not review it thoroughly and trust 
the contents of the email. 

 
2. Another way to spot phishing emails is the “To” field. If the “To” field appears as blank, this means 
all the recipients have been bcc’d (blind copied). This technique is often used by hackers to mask the 
fact that phishing emails are sent out in batches to dozens or hundreds of people in various 
organizations at once. 

 
3. Hackers use deadlines in phishing emails to encourage you to take immediate action. 
In this example, you can see the email was sent out on June 6th, but the deadline listed is June 1st. 
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Example 3:  
 

 
 
 

It is possible to receive a phishing email from a trusted source or company. If a company or vendor 
you work with has been hacked or their emails have been compromised, you may receive a phishing 
email from their email account. 
In such cases, identifying a phishing email can be more difficult. 

 
1.  One way that can help is to ensure the tone and context for the newly received email matches 
the rest of the conversation. In the example above, as you can see, the phishing email doesn’t 
continue the conversation or contain any context. It simply states, “I have something for you”. 
 
Another item to notice is the generic greeting. The previous emails include personalized salutations 
and specific people’s names, whereas the phishing one has no personalized greeting, it just says 
“Good morning”. 
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2. By hovering the mouse over the “attachment document” link, we can see the link doesn’t match the 
vendor.  In such cases, the best way to confirm if an email is legitimate or phishing is to call the sender 
and confirm they intentionally sent you a document or link.  

 
 
 

When in doubt 
 

If you receive an email you suspect may be a phishing attempt but you’re not certain, remember you are 
not alone: 

 Ask your IT Service provider / area 
 Consult your co-workers or supervisor  
(Do not forward the phishing email; ask others to review on your computer or send them a screenshot of the 
content.  This is done to prevent others from clicking on the links and becoming phishing targets as well) 
 Call the sender to confirm, if possible 

 


